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(First: What should you know about
me?)

Brown University
Berkeley
Networking & Distributed Systems

Interfaces, Abstractions
Tracing, Energy, Networking, ...

www.cs.brown.edu/people/rfonseca




g Mat

N
WL sasa Yol
(First’. ter SC

ule
ComP
he

/\ ow about
o
elelC]

C e Division Of the University of
re Orked wii professor Io toica on tracing the

Widely distrip 2bplicatio, or troy, Ieshooting an performance
Ialsg ing Problems for wir, less Sensor networks.
ted in understanding the behavior of Systems wWith Man
abling 5, ctionality, and rnaking Sure they
\ i tereste in impact that tele
“_‘\stow t.

Work as they
munications and

» Berkeley’s

of R
\ine
alond pare!!
tory oot St fant
\ude: Wis one deeC% 1

pre

et
ries orests, 15 as! 'y
O Levis, 5N B
ra‘“se Philp W= exie I tral e
on

an
piaY. ¥ e nis jsmal- \-\‘s‘e:

gom 19280t e pi2Y: T2 o

proad

\€
praba) \: A ’“::(\’.’
KusYs
is\aV
B‘-an

‘\’\m°°“mal°fAdmc '
- Bpsed T O

|
'ntematbna

ted Systems through Execution Tracina
€Cember 2008, [htmlj[pdf]
Quanto: Tracking Energy in Nep.._ .
Fonseca, Prabg)

an

Dribes 20




o
SN

(First: What should you know about

Tien E¢
tta", Cheng e oF

-, Prabal Dutia’, =
David Culer, FEULS Levis jiman Tolle", Jet

Jonathan HUts e, Jica-, G

2. THE

. Oue g0
NTR()DUCTl()N o the potential for ents 48
1. I ¢ networks haw ling new SCIEREE, other sy¥
Wireless ,..-u':. tal benefit by "M.!\’-:«:v iy, snd & e
ULy \ o - .
l“""‘.“ll“:‘:::dHI):. m‘,‘mwn-“:: azen has t"“"'ﬂ:.:.. ponents
petter en b in e

cslte Hesenre

Data Link

i I <
Physical Architecture 1 Sensing ! | Energy §

...............

me?)

Four-Bit Wireless Link Estimation
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How do we talk to the network?

 When we send packets over TCP/IP, what do
we tell the network?

— Not too much!

 TCP/IP (to a first approximation):
— Treats all packets the same

— Treats all flows the same
« Will be “fair” to flows

— Lets everyone talk to everyone

* This talk: different ways to talk to the network
“Participatory Networking”




Can/should applications change/
choose the behavior of the network?




IP

« Lowest common denominator
 Best effort

No differentiation
— (at initially, none with global scope)

Principles

— Design must scale

— Keep it simple

— Modularity is good

— Don’t impose costs of features unneeded by some

= https://tools.ietf.org/html/rfc1958 ‘Architectural Principles of the Internet’
Clark, D., “The Design Philosophy of the DARPA Internet Protocols”




Over the years, many other
proposals

Question (for you): Why would you want
end-users/applications to express their
needs to the network?




IP’s model not the only option

 ATM (early 90’s, competitor to IP)

— Supposed to unify data and traditional
telecommunications

— Virtual circuit-based
— Constant/Variable/Available/Unspecified Bit Rate

* Integrated Services

— Per-flow QoS guarantees across the Internet
— Absolute guarantees

* Differentiated Services
— Class of service (coarse)
— Relative QoS




Active Networking (late 90’s)

End-user programmability of the network

Radical change to the network API
— Packets would carry code (or pointer to code)
— Users could choose which programs to run

Examples

— Multicast, application-specific QoS, information fusion,
caching

Potential problems

— Protection among programs, exploitation of state in
routers, global coordination (for non-local properties),
misbehaving applications (e.g., forming loops)

— No killer app




Many more proposals

* E.g., congestion/rate control
— Great results if you know priorities, deadlines
— PDQ, D3, D2CTCP, pFabric, QJump, ...
— Mostly extend the API in-band




Thorny questions

* Do users really know what they want?
What should an interface be like?

On the Internet:
— Do users trust/care/know about each other?
— What is the incentive to not say your traffic is important?
— Business models: users really like flat rates

Easier (but not easy):
— Datacenters, single company, home network, ...

Hard to answer without doing,

hard to do as some mechanisms require
consensus and changes to the network




Meanwhile...

* Administrators were having a really hard
time managing their networks

— Complex control plane protocols

— Indirect ways to achieve policies
* E.g., tweaking weights in routing protocols

— Access control very hard to get right
— With a pressure to scale AND become cheaper
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(Too) Many Control Plane Mechanisms

Designed from scratch for specific goal

Variety of goals, no modularity:

— Routing: distributed routing algorithms

— Isolation: ACLs, VLANS, Firewalls,...

— Traffic engineering: adjusting weights, MPLS,...

Variety of implementations

— Globally distributed: routing algorithms

— Manual/scripted configuration: ACLs, VLANs
— Centralized computation: Traffic engineering

No abstractions
Network control plane is a complicated mess!




Abstractions for the Control Plane

* A number of projects in the early 2000’s
started talking about breaking the
problem into simpler components

— Including Nick’s group




How do you find abstractions?

* You first decompose the problem....

 ...and define abstractions for each
subproblem

* So what is the control plane problem?




Task: Compute forwarding state...

 Consistent with low-level hardware/
software
— Which might depend on particular vendor

* Based on entire network topology

— Because many control decisions depend on
topology

* For all routers/switches in network
— Every router/switch needs forwarding state




Previous approach

* Design one-off mechanisms that solve all three
— A sign of how much we love complexity
* No other field would deal with such a problem!

* They would define abstractions for each
subtask
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Network of Switches and/or Routers
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Traditional Control Mechanisms

Distributed algorithm running between neighbors
Complicated task-specific distributed algorithm




Software Defined Network (SDN)

routing, access control, etc.
Control Program

Global Network View (@
Network OS
Software

Very simple

'. hardware

/




Major Change in Paradigm

* Control program:
— Configuration = Function(view)

* Control mechanism now program using
NOS API

* Not a distributed protocol, just a graph
algorithm




Routing

* Look at graph of network

 Compute routes

* Give to SDN platform, which passes on to
switches




Access Control

* Control program decides who can talk to
whom

* Pass this information to SDN platform

* Appropriate ACL flow entries are added to
network

— In the right places (based on the topology)




Simple Example: Access Control

Abstract
Network
View

Global
Network
View




SDN: Layers for the Control Plane

Control Program

Abstract Network View

Global Network View

Network OS .‘




Clean Separation of Concerns

« Control program: express goals on abstract view
— Driven by Operator Requirements

 Virtualization Layer: abstract view €= global
view
— Driven by Specification Abstraction for particular task

* NOS: global view €= physical switches
— API: driven by Network State Abstraction
— Switch interface: driven by Forwarding Abstraction




Large Impact

Industry adoption
Commoditization of switch hardware

Independent innovation on each layer
— Evolution of programmable switches

— Many controllers (Network OS)

— Many applications

Network Virtualization, NFV, Google’s and
Microsoft’s Wide Area Networks, SDX, ...

Great power to network administration!



Thorny questions

* Do users really know what they want?
* What would an interface be like?

On the Internet:
— Do users trust/care/know about each other?
— What is the incentive to not say your traffic is important?
— Business models: users really like flat rates

Easier (but not easy)
— Datacenters, single company, home network, ...

Hard to answer without doing,

hard to do as some mechanisms require
consensus and changes to the network







Can the users play too?

« Early OSs were single user, then came
multiprogramming and time sharing

« Can we have the same for networks?




Participatory

An API for application control of SDNs

Andrew D. Ferguson, Arjun Guha, Chen Liang, Rodrigo Fonseca, and Shriram Krishnamurthi.
Participatory Networking: An API for Application Control of SDNs. In Proc. ACM SIGCOMM 2013,
August 2013.
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blocks hosts in response to
login attempts

uses knowledge from host OS

prefers to deny traffic close to
source

:
/
d
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SSHGuard 3%




open source VOIP client

. network needs dictated by
2- Eklga end-user

prefers to reserve bandwidth

37




Paxos-like coordination
service

network needs dictated by
placement

prefers high-priority switch
gueues

38



open source data processing

platform
network weights known by

scheduler

prefers to reserve bandwidth
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SDN Controllers @ Openilow
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1. decompose control and
2. resolve conflicts

Challenges



Participatory

Networking

1. Reque
2. Hints —— &

3. Queries—_ ™ NE




Flowgroup
src=128.12/16 A dst.port <1024

Principals | Privileges
I deny, allow
Alice bandwidth: 5Mb/s
Bob limit:h 1 Oth/s
I
Hadoop query

Shares



Share Tree



/

Flowgroup
src=128.12/16 A dst.port <1024
Speakers Privileges

deny, allow
Alice bandwidth: 5Mb/s
Bob limit: 10Mb/s
hint
query
4 \
\ Yes
% —\
\ 67,560 bytes , %

/




bandwidth
100Mbps



bandwidth

root adf 50Mbps

bandwidth
100Mbps

Share Tree
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(dstPort = 22, Deny)

(dstlP=10.0.0.2, GMB=30)
(srclP=10.0.0.2, GMB=20)

(dstPort=80, GMB=10) (srclP=10.0.0.1,Allow)

Policy Trees
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(dstPort = 22, Deny)

@sa=oooz.ove=30] [ ]

(srclP=10.0.0.2, GMB=20)

(dstPort=80, GMB=10)

P | IP | TCP
Dst | Prot  sport

Eth VLAN| IP
type | ID | Src
*00:1f., ¢ . *

Switch MAC | MAC
Port | src dst

port3 00:2e..00:1f.. 0800 vlan1 1.23456.78 4 17264

@ Open;:loy

E

(srcIP=10.0.0.1,Allow)

| TCP Action

dport

porté
80 port6

22 drop

v
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PA
NE

PANE user requests

Policy Tree T-[ ------ S -I'-n-a;-re Tree

OpenFlow Controller

OpenFlow mess

Switches

/o
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PA
NE

PANE user requests

[ Policy Tree T-[ ------ Share Tree

Linearization Il

Network Flow Table

v

Forwarding & Queue
Configuration

Valid Conf/gurat/on ¢

OpenFlow Controller

Switches

OpenFlow messages 7 l X é
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P [P [ 1P [Top|TcP
src | Dst | Prot | sport dpoﬂ| L2

Switch| MAC | MAC| Eth |[VLAN
Port | src | dst | type | ID
©t oot

port3 00:2¢..00:1f.. 0800 vian1 12345678 4 17264 80 port6

2 diop

[

~

P
src

Eth [VLAN
type | 1D

Switch| MAC | MAC
[ Port | src | dst
‘ © oo, ¢
port3 00:2e..00:1f.. 0800 vian1 1.2.3.45.

ports . .
0800 vian1 12345678 4 17264 80

L'src | dst |type | 1D | src

port3 00:2e..00:1f.. 0800 vian11.2.3.456.7.8 4 17264

port3 00:2e..00:1f.. 0800 vian1 12345678 4 17264 80 port6

i
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NIE



NIE
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Three equal-sized sort jobs:
* Two Low Priority with 25% weight
* One High Priority with 50% weight

Dynamically apply QoS to High
Priority flows using PANE.

.25
I
0.75
0.5
0.25
0
HighPri Speedup
Default With PANE

59



1. Allows applications to
express what they want from
the network (not only QoS)

2. Allows these applications to

PANE



One last example

* Multiple video clients
behind the same home
router

+ TCP equalizes the rate of /
flows

* many flows per
video, on-off
behavior, and
adaptive behavior

« = unfairness

Youf -

T ——
» ‘

—CD I s I ™




One last example

* Multiple video clients
behind the same home
router

 TCP equalizes the rate of

flows

* many flows per
video, on-off
behavior, and
adaptive behavior

« = unfairness

3000

2000

Video bitrate (Kbps)

500 1000

— | aptop-Netflix
=== [Phone-YouTube

7
Netflix
paused

| Netflix
resumed

T

0 200 400 600 800

1000 1200

Time (sec)



Modified Video Clients

5] cDVD AP

g /.| Utility Module
S (QOE) |
O X v i
0 Session Manager

> : J
0 \
@)

[ Bandwidth Enforcer

OF \L/'nux TC

Websockets

DASH
Clients

Junyang Chen, Mostafa Ammar, Marwan Fayed, Rodrigo Fonseca. "Client-Driven Network-level

QoE fairness for Encrypted ‘ DASH-S"”, InternetQoE 2016



Example Resulting Gains

1920x1080 —— 1280x800 — 800x480 1920x1080 —— 1280x800 — 800x480
Measured BW Measured BW Measured BW Measured BW Measured BW - Measured BW
6 61
Current Landscape (1) 2 Full cDVD Interaction (4)
, 2 4
e Jf
© 2t
0 1 ﬁ
| O | | | | | |
600 0 200 400 600
Time (S) Time (S)

Measurement Details:

6Mpbs bottleneck
modified dash. js client

BBC Testcard [4], with 13 video and 2 audio rates of encoding.



So, how do we talk to the network?

» SDN gives us another way to change the

network API

— Out-of-band, though flexible and fast control
plane

— Can address and configure many mechanisms
* Contrast with in-band mechanisms
— Packet/flow tags, socket options
— Increasingly programmable data path
* A lot of research in mechanisms, still
plenty to do in policies




Questions?




